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WEBSITE AUOIT CERTIFICATE

The above site has undergone Security Audit and has been certified to be safe from yulnerabilities.
The contents audited were besed on the temporary site uRL mentioned above.

The Web application was tested and found safe for hosting as per OWASP Application Security
Verification Standa rd.

Based on final testing and NIC's compliance policy following recommendations are suggested:

L. Site may be hosted with the permission of read and script execute for the general public,
2. The complete websita should be deploye.d over SSL using TLSv1.2 stable version. All weak SSL

Cipher suites should be disabled.
3. Web server and OS Level hardening need to be in place for the production server.
4. All the software components used in the application should be of latest and stable version.
5. lt is recommended that Read and Write Permissions may be given for

https://ihmshi mla,ac. i n/Content

Note:
Projections of any ConclusionslRecommendations ere based on our findings during the assessment of the
website/application provided during the final level of security audit and are applicable ONLy for the same
version of application within the same/recommended hosting environment. The validity of any
Conclusions/Recommendations may be altered because of changes made to the application or system or the
failure to make the changes to the system when required.

For AAA Technologles Limited

Anfay^rJH qtflr,P.
Chairman & Managing Directoi
CISA Certificate No.: 23950
Place: Mumbai

Site ltlarne IHM Shimla website
Site URt https:1/ihmshimla.ac. in
Testing / Staging URL https:/110.146.50.9
Environment Details ASP.NET4.8, MVC5
Testing Start Date February 2t,2024
Testing End Date March 4,2024
Date of lssue March 8,2A24
Validity of Certificate 1 Year
Audited Performed By Prathmesh Chinchkar
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